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Executive Summary

Collision Response and Sensor Heuristics (CRaSH) is a device intended for use in consumer vehicles. This
device uses car-to-car wireless communication to exchange pertinent vehicle data (make, model, VIN, etc.)
between vehicles involved in a collision. Following such an incident, vehicle A knows the identity of vehicle
B, and vice-versa. The application here is to mitigate the complexities involved with hit-and-run collisions,
and, ultimately, reduce the frequency at which such incidents occur.

The aforementioned goals are realized in a first-generation device prototype. The CRaSH device utilizes an
Arduino Mega 2560 microprocessor to process and control all system operations. A micro-SD card is used
to store a data file containing information about a vehicle: make, model, year, and VIN. An accelerometer is
interfaced with the processing unit to monitor sudden and drastic accelerations. Once a collision is detected,
the contents of the vehicle data file are assembled into a packet for transmission. Additionally, a real-time-
clock (RTC) is used to append a time-stamp to the packet. The system then enters a looping state which
oscillates between sending-mode and receiving-mode. This allows for the CRaSH device to successfully
send its data to, and receive data from, another CRaSH device. At the conclusion of this operation cycle,
each CRaSH device possesses a separate data file identifying the vehicle with which it collided.

Our team divided the project into three categories: hardware interfacing, collision detection, and wireless
communication. Each member assumed one category as his primary focus and worked in parallel with the
others, yet cross-collaboration occurred where necessary throughout the project. Proper functionality of
each component (microprocessors, sensors, and radios) was first tested in isolation with existing libraries
and test code. Each component was then added to the system incrementally to verify/establish component
interoperability. After the complete system architecture was confirmed to work with trivial test code in
a temporary breadboarding environment, the modules were then permanently assembled/soldered. Colli-
sion detection and wireless communication algorithms were then developed while vehicle prototypes were
constructed. Lastly, the completed CRaSH devices were affixed to vehicle prototypes for the purposes of
measuring, testing, and demonstration.

Summarily, the completed project works as expected. Two vehicle prototypes are collided, the collision is
detected, and data is wirelessly exchanged. Unit testing reveals that wireless communication works near-
perfectly, whereas collision detection success rates are variable. Improvements to collision detection are
possible by discarding the use of vehicle prototypes in favor of actual vehicles. The robust collision detec-
tion systems present in modern vehicles will provide greater accuracy not possible in our current vehicle
prototypes.

The completion of this project yields the following deliverables.

1. Two CRaSH devices with the following features.

(a) Onboard data logging/storage
(b) Impact/acceleration sensing
(c) Wireless communication system

2. Custom software that enables/controls the functionality of CRaSH device features.

3. Two vehicle prototypes.

4. Technical report that includes hardware/software specifications, methodologies/results for project test-
ing, and suggestions for future work.
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Introduction

Few would debate the the many ways in which the automobile enriches and simplifies life. Despite the
utility of automobiles in segments such as commerce, technology, and personal transportation, they remain
as dangerous machines that threaten the safety of all those who travel in them. This danger extends to a
staggering number of people, considering that globally there are nearly one billion vehicles currently on the
road [1]. Obviously, the danger we are alluding to is linked to collisions, yet more specifically, hit-and-run
collisions. Hit-and-run collisions are particularly problematic in that often times the victim suffers severe
injury or even death, without justice being brought to the perpetrator who flees. Furthermore, research
shows that over a recent three-year period, hit-and-run fatalities have increased 14% nationally; even more
surprising is that Los Angeles reports half of all collisions being related to hit-and-run scenarios [2]. Clearly,
anybody who either drives a car or is a passenger in one has a vested interest in finding a solution that reduces
these statistics—this is the intended purpose of the CRaSH device.

The CRaSH device mitigates the complexities of hit-and-run collisions by means of an in-vehicle system
that actively logs state/behavior of the vehicle, and, upon incident of a collision, initiates a wireless exchange
of data with the other vehicle. The implication here is that any vehicle equipped with a CRaSH device, and
involved in a collision, will possess an onboard digital record of the accident details. A graphic that depicts
this scenario is presented below.

Figure 1: CRaSH device concept.

The CRaSH device appeals to three markets: people who travel in vehicles, law enforcement, and insur-
ance companies. The data that is shared between CRaSH devices includes vehicle identification such as
make/model/VIN. This suggests to a potential hit-and-run perpetrator that chances they are apprehended are
greatly increased. As such, the omnipresence of this device serves as a deterrent to would-be reckless drivers,
thus increasing road safety. For the unfortunate situations where a collision is unavoidable, law enforcement
agencies gain the benefit of identifying a vehicle that flees the scene of a collision. Lastly, the CRaSH device
also assists insurance companies by providing details that help to identify involvement/fault levels of each
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vehicle. Thus, insurance companies may apply the utility of CRaSH beyond just hit-and-runs to include
all collisions, where human accounts of such events are often falsified or skewed by memory distortions.
Summarily, the applications of CRaSH are threefold: to promote road safety by reducing vehicular-related
deaths and injuries, assist law enforcement in apprehending hit-and-run perpetrators, and constrain insurance
premiums by reducing claim payouts due to fraudulent/inaccurate details.

The CRaSH device was originally conceived as an OEM device to be installed in all automobiles. However,
cursory research and advice from faculty members has led us to determine this unfeasible. Due to legal
and economic imperatives, the functionality of CRaSH is not something automakers are open to embrace.
As a counter to this, we have adjusted our vision for CRaSH to be a device similar to the CANBus sniffer
currently distributed by Progressive insurance [3]. As such, future iterations of CRaSH would assume a
dongle-type form-factor which connects to the OBD port currently available on all modern vehicles (see
Future Work for more details).

Background

Despite automakers’ use of technology to improve vehicle safety, hit-and-run statistics suggest that modern
safety features might not be entirely effective. This is confirmed by the Insurance Institute for Highway
Safety, as they report that effectiveness of computerized crash-avoidance features is inconclusive [4]. There
is not yet enough data to support the efficacy of many safety features such as adaptive headlights, au-
tonomous braking, or blindspot sensors. Additionally, it is proven that auto-related fatalities are on the rise.
Collectively, these facts support the need for additional measures to increase vehicle safety—automakers’
current solutions are not enough.

Considering that in-vehicle safety features are growing in numbers, yet collisions and subsequent deaths
are also on the rise, then where does the solution exist? Many would suggest the self-driving cars that are
much discussed as of late. However, we all must be aware of the immense amount of bureaucracy and
infrastructure that must change before that ever becomes a reality. Therefore, the most compelling reason
that argues the relevance of this project is simple—it will save lives. As the ubiquity of the CRaSH device
increases, increased driver responsibility on the road will also increase. When there exists a method to hold
people accountable for their actions on the road, many of those who are apt to drive recklessly will certainly
think twice about this behavior. Most importantly, the opportunity to apprehend perpetrators of hit-and-run
collisions will increase. These factors point to the relevance, purpose, and value in developing a device such
as CRaSH.

Project Design

Description

This project produced a device that is intended to enable consumer vehicles to wirelessly communicate with
each other upon incident of a collision. When such an incident occurs, two or more vehicles exchange data
that uniquely identifies each vehicle. This will promote increased road safety and assist law enforcement.
The first-generation device is composed of a microprocessor, data-logger, accelerometer, and wireless radio.
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Additionally, this project produces a vehicle prototype, which is necessary for testing and demonstration
purposes.

Figure 2: CRaSH device—detail (left) and complete with vehicle prototype (right).

Key Components

The architecture for the CRaSH device was designed as pictured in the following diagram.

Figure 3: System architecture for CRaSH.

Vehicle Prototype

This subsystem is the platform upon which the CRaSH device is interfaced. The vehicle prototype is nec-
essary for testing the CRaSH device and demonstration of the completed project. Per suggestions of our
faculty mentor, we did not opt to use a pre-built RC-type car. Although this would have alleviated many
challenges and availed us to conveniences such as stopping/starting and full directional control, the use of
off-the-shelf components undermines the spirit of an engineering project. As such, we used a prototyping
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platform designed for Arduino projects. This kit ships with primitive functionality: four DC motors (one for
each wheel) without direction control, chassis, and a battery pack. Hence, it was necessary to augment the
vehicle prototype with features to suit our project.

To address the issue of direction control, we used a DPDT center-off toggle switch. The switch allows
the vehicle to be controlled in forward, reverse, and on/off states. This however is not sufficient for our
purposes—when colliding the vehicles, there is no control over stopping the vehicles in motion without
chasing them down. To this end, we also included a SPDT relay module. The relay module connects the
5V terminals of the motors to “normally-closed”, so that when the motors are powered, they operate in a
normal fashion. When a collision is detected, our software triggers a digital pin on the Arduino which in
turn throws the relay switch to “normally-open”—the motors are then shut down. This feature allows us to
impose greater control over the testing/demonstration environment, as the vehicles stop moving when they
collide. Wiring schematics and pictures of the final installation are shown below.
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Figure 4: Schematic for DC motors, relay, and 3-way switch.

Figure 5: Relay installation, toggle switch installation, and toggle switch detail (left to right).

As the CRaSH device performs the majority of its purpose wirelessly and within SD read/writes, proper
testing and demonstration requires that we include a visual cue indicating system states. To this end, we
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included a common cathode RGB LED to identify major system states: standby, collision, sending data, and
receiving data. Each of the LED leads were soldered to 260W current-limiting resistors to prevent burn-out.
Heat shrink and wire terminals were added to create a harness. Images of the construction and four LED
states are shown below.

Figure 6: Status LED — (left to right) construction, final harness, and installation with color modes.

Figure 7: Completed vehicle prototypes.

Processing

Processing is managed by the Arduino Mega 2560 microprocessor. As we intend this device to ultimately
exist in a small (⇠ 2”⇥2”⇥1”) form-factor, using the Arduino platform may seem counterintuitive. How-
ever, this platform was selected for a number of important reasons. Primarily, time constraints dictated that
we favor a pre-built microprocessing unit over implementing this ourselves. Ideally, all the necessary ICs
(ATmega328, DS1307, LSM303, etc.) could be assembled into a compact package on a single chip. When
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considering the number of chips we utilize here, in addition to the time required to interface them all on one
chip, the focus of this project would shift to an exercise in chip design—this is not the goal of our project.
Hence, the Arduino platform was selected. We favored the Mega over the smaller Uno because of memory
issues. Previous experience with Arduino has shown that even modest code can quickly consume the small
amount of SRAM available on this platform. Again, rather than hacking the esoteric Arduino compile/build
process in order to avoid stack collisions, we instead chose the larger (memory) Mega to allow our code to
run properly.

Figure 8: Arduino Mega 2560 microprocessor.

Data

The data subsystem consists of a DS1307 real-time-clock (RTC) and a micro-SD card. This particular
RTC module uses the I2C bus, which simplifies communication with the Arduino and allows for other
components to be connected to the same bus interface (see Collision Detection below). As we are using the
Arduino platform, we selected a stacking SD shield for two purposes: the ability to stack various components
which eliminates unnecessary wire clutter, and the prototyping area which allows for soldering the RTC to
the shield. To this end, we have created a data-logger in the architecture stack.

On the SD card, we placed the file id.txt which contains identifying information such as make, model,
year, and VIN—this represents a unique identification for each vehicle prototype and is analogous to what
distinguishes each vehicle in the real world. This data is read from the SD card and assembled into a data
packet each time the system is powered on. Once a collision is detected, the RTC is used to append a
time-stamp to the data packet which specifies the time of collision. Our random-backoff algorithm (see
Telematics below) then handles communication (packet send/receive) between vehicles. When a vehicle
receives a packet, a new file col.txt is created and the received packet is then written to this file. The
wiring diagram and completed subsystem is pictured below.

Figure 9: Data-logger subsystem—wiring diagram and completed build.
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Collision Detection

Collision detection is managed by the LSM303 accelerometer. Just as with the RTC, this module uses
I2C bus communication—this allows us to ascertain readings from both the RTC and the accelerometer
through 2 digital pins (SCL for clocking/SDA for data) on the Arduino. The accelerometer is soldered to
the prototyping area on our Sparkfun XBee Shield. Again, this is justified for the same reasons as the RTC
and SD shield. A further discussion of the XBee shield follows in the Telematics section.

Figure 10: Collision detection subsystem—wiring diagram and completed build.

Similar to airbag deployment applications, the accelerometer measures sudden changes in acceleration that
are incongruent to normal vehicle operation. In this manner, we developed code based on an existing
LSM303 library to take readings and determine if a specified reading threshold has been exceeded. A
particular goal here was to achieve a threshold where chassis taps/presses will not trigger a collision, yet an
impact with another vehicle prototype will produce a trigger. This threshold was determined by performing
a series of collision tests and observing the results—the threshold was then adjusted until we achieved a suf-
ficient rate of accuracy in detecting collisions. Our code also guards against false readings when the vehicle
begins to move by using a series of sentinel checks/resets. The accelerometer reads near-zero values when
the vehicle is in motion and when the vehicle has a collision, the readings experience a spike, whereupon
our code enters a communication routine.

Telematics

The XBee S1 module is used for wireless communication. In considering which wireless technology to
use, we evaluated RFID, NFC, and bluetooth—each having a deficiency for the purpose of our project.
RFID, which requires separate transmitters and receivers, introduces unnecessary hardware complexity.
NFC data transactions occur in relation to transmitter A/receiver B proximity, which again requires far too
much hardware and extremely close proximity to receiver/transmitter. Lastly, bluetooth modules are slightly
more expensive than the XBees and our initial research proved that bluetooth is more difficult to implement
custom programming. Hence, the XBee was determined the optimal choice for our wireless application.

The XBee is interfaced with the Arduino via the XBee Shield (see Figure 10 above). This particular shield
was selected for its integration with the XBee unit. An included serial-mode switch allows either XBee
programming or XBee communication with the Arduino. The XBee was programmed using XCTU software
to operate in “broadcast mode” with destination addresses at DL = 0xFFFF and DH = 0x0000. Broadcast
mode is used here to allow each XBee module to freely communicate with any other XBee. Here we
are eliminating the use of a coordinator which is typical in XBee networks, and, thus, complicating our
implementation of the XBee—we do not have access to XBee arbitration features in this mode. However,
this is necessary to simulate a real-world situation where we have no idea which vehicle will collide with
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another. Every CRaSH device must be prepared to communicate with another, without prior knowledge of
a device address for which to send/receive and without a second radio acting as a coordinator. Hence, we
choose broadcast mode with every CRaSH device set to the same communication addresses.

To address the issues of send/receive arbitration and superfluous packet redundancies, we implemented a
random-backoff algorithm with packet checking. The algorithm is best described as a conversation between
two people: person A and person B begin talking at the same time; both stop talking and each wait for a brief
moment before starting to talk again; either one or both begin to talk again; this repeats for differing time
intervals until both people have communicated what they intended to. Our code implements this algorithm
with a “communication” loop that contains two while loops. Each while loop is conditioned on a random
time (order of 10�3 seconds) generated each iteration—one while loop is for “send mode” and one for
“receive mode”. The code continues to visit each mode until the respective random times allow for one
CRaSH device to read and the other to write, and vice-versa. Once a packet has been received, it is written
to the col.txt file and stored to later check if communication has already occurred with a particular vehicle.
A digram of the random-backoff algorithm is pictured below.

Figure 11: Random-Backoff Algorithm.

Power

The Adafruit PowerBoost 500 Battery Shield was used to provide power to all the CRaSH components; the
vehicle prototype was powered with a 6V AA battery pack.

Figure 12: Power shield for the CRaSH device.
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Characterization

Collision Detection

The CRaSH device collision detection was scrutinized for two performance measures: accuracy of detecting
a collision and accuracy of identifying which side of the vehicle chassis was hit. For the first case, we left
one vehicle stationary and repeatedly collided the other into it. This was repeated 40 times (10 on each side
of vehicle) and reactions from both the stationary and moving vehicles were observed. The data for both
vehicles was then charted and a linear-fit trendline was created for each vehicle. The slope of this trendline
represents the accuracy at which each vehicle identifies a collision. Our testing revealed 59.1% accuracy for
the stationary vehicle and 55.7% for the moving one.

Figure 13: Collision detection test results.
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In testing the accuracy of determining which side of the vehicle was hit, the procedure was the same as above
except that both cars were moving—because of this, we could not test a rear-end collision (the vehicles move
at the same speed). Our testing revealed 49% accuracy for car 1 and 47% for car 2.

Figure 14: Side impact detection test.

Overall results for collision detection is ⇠ 50%. Although this number is less than optimal, there are many
suggestions for improvement. First, the code can be further developed using signal processing filters. Ad-
ditionally, accelerometer readings can be augmented with magnometer readings. However, these improve-
ments are trivial, as the true problem here is the use of a vehicle prototype. In attempting to simulate the
behaviors and characteristics of an actual vehicle, the limitations of our small-scale model are insufficient.
This is not a failing of the project, but rather a symptom of physical constraints—without access to develop-
ing/testing collision detection on an actual car, the results will always be less than optimal. To answer this
dilemma, we suggest using the existing accelerometers (airbag deployment) in modern vehicles via ODB
and CANBus.

Wireless Communication

The wireless communication was tested by writing test code that simulates “stress-test” scenarios in order
judge how reliably the CRaSH system performs wireless transactions. First, we developed code to simulate
150 sequential collisions. Within each simulated collision, our code that controls wireless communication
is called and a counter is used to keep track of the number of successful wireless transactions. Results for
each CRaSH device were observed and the data was plotted to discern a linear-fit trendline. Results show
that Car A performed packet reads/writes at 100% accuracy and Car B at 99%.
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Figure 15: Test results for wireless communication.

The second test was designed to judge how reliably the CRaSH system can identify repeated transaction
attempts from a vehicle previously transacted with. This involved running two separate simulations on each
CRaSH device. For Car A, the code simulated 30 sequential collisions. In each collision, Car A assumes
a randomly selected VIN within a range of 20—this simulates a collision involving 20 unique cars and 30
attempts to transact with Car B. Car B runs code that perpetually remains in a collision state—this allows
Car B to read as many different vehicles it “comes in contact” with. A counter in Car A tells us which
VINs it generated and how many times for each. This data was judged against the logfile contents of Car
B. Results show that out of 30 attempted transactions, only one was not correctly identified by Car B, this
translates into a 3.3% error in wireless transactions with multiple vehicles.
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Figure 16: Test results for multiple-car collision.

Overall results are positive for the wireless component of CRaSH. However, this is a time-critical application
and therefore improvements are necessary. The wireless communication can be improved by adjusting our
timing parameters such as collision timeout and allowable send/receive ranges.
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Concluding Remarks

Final Assessments

Overall, the CRaSH device worked as expected—upon collision, two or more vehicles wirelessly exchange
identifying data. Collision detection results were less than optimal, and unfit for production. As noted
earlier, our collision detection is hindered by project constraints which confine development to vehicle
prototypes. Subsequent development would compensate for this by using actual vehicles, where robust
acceleration/impact detection systems already exist. Conversely, wireless communication results were near-
perfect—minor adjustments to timing parameters in the code will correct the minimal error in this area.
To conclude, this project performs the stated goals with variable reliability. Therefore, additional work
is necessary in order to adequately fulfill the requirements of time-intensive accuracy as required by the
application.

Future Work

As previously stated, there is much room for improvement of this project. The first and simplest correction
is to attain complete reliability of wireless communication. To address the reliability issue with collision
detection, we suggest exploiting the collision detection that is already present in modern vehicles. This is
achieved by accessing CANBus data via the OBD port. It should be noted that this is not a minor task,
as each auto manufacturer does not share their proprietary CANBus codes and, thus, reverse engineering
is required for each make/model in the market. However, once this is accomplished, the CRaSH device is
availed to the same collision/impact detection currently used for airbag deployment and intrusion alarms.
Furthermore, a greater data set such as speed, RPM, braking, etc. is available for inclusion in the data file
when exploiting the CANBus.

Once the above tasks are accomplished, the next step is to reduce the device footprint. This is accomplished
by sourcing the ICs from this project independent of the pre-built shields/breakout boards we used here.
Many of the features present on the boards we currently use are unnecessary and contribute to overhead in
many areas: cost, size, power, code. Manufacturing a custom chip with only the functionality required will
reduce these production imperatives and allow the device to be housed in a dongle-type enclosure. At which
point, the device would unobstructively plug into a vehicle OBD port and provide the intended functionality.

Broader Impacts

The CRaSH device positively affects road safety on a global level. Automobiles are present around the
world, and, as we have already shown, fatalities related to collisions are on the rise. Implementing this
device would decrease reckless driving and therefore decrease collision fatalities/injuries. Furthermore,
those who continue to perpetuate hit-and-runs will be more likely to be apprehended and brought to justice.
The value of this project can not be underestimated, as many victims will be vindicated by justice served
while the remaining public benefits from heightened safety.

Economically, the CRaSH device is also beneficial. This project was originally conceived with the sole
purpose of solving hit-and-run collisions. However, it quickly became apparent that CRaSH has larger im-
plications. Insurance premiums are on the rise, and this is due in part to falsified claims. By implementing
CRaSH, we can avail the specifics of a collision to insurance companies to provide them with a truthful ac-
count of what happened and who is at fault. Theoretically, this would reduce, or at least maintain, insurance
premiums. Lastly, as we envision this a consumer-level device, the economy would benefit in areas such as
materials, production, and retail.
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